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ABSTRACT

The number of projects integrating Internet-of-Things (IoT) systems with the blockchain technology is increasing
rapidly due to its benefits, such as data immutability and transparency. In this sense, a blockchain-based solution
could improve the interoperability on the growing loT locker market. However, the choice of a decentralized
system based on blockchain technology is not always justifiable as it often implies a higher cost, more complexity
and lower throughput, compared to a centralized solution. In this report, a blockchain-based solution for keyless
loT lockers is critically analyzed and an architectural design is proposed. Following the design, a prototype for
such a locker system is presented, analyzing in depth the Decentralized Application (DApp) proposal and the
Smart Contract (SC) design. This report concludes by providing an outlook for further research and
improvements, as the measurements obtained during simulations advice against the usage of the prototype in
its current state, given its latencies and transaction costs.

1 INTRODUCTION

Lockers in public settings are already used in everyday situations, for instance, in a gym for storing clothes during
trainings or in a train station to store luggage during a sightseeing tour. In private settings, the use of lockers is
increasing as companies are adopting a hybrid working model [1] and, therefore, moving towards hybrid
workspaces [2], where employees share desks and alternate the days that they are working on-site. Hence,
requiring the storing of personal items in a safe environment to avoid unauthorized use.

Currently, there are multiple locking options available, starting on basic ones, where the user has to bring his/her
private padlock, or the coin-based locking system (where a coin is locked until the lock is released), to the so-
called ‘smart’ locks [3] that can be opened with a badge or controlled from a smartphone.

As the technology gets more affordable, driven by (a) the rapid growth of the Internet of Things (IoT) market and
(b) the infrastructure of smartphones being already available [4]; the demand for smart locks increases, expecting
to have a Compound Annual Growth Rate (CAGR) of 21.4% from 2021 to 2028 [5].

However, the smart locks-based solutions present also two main disadvantages: (a) these solutions are proprietary
systems, which present vendor lock-in problems [6], such as, difficult integration with different systems or
maintenance tasks that can be completed only by highly trained technicians [7]; (b) security concerns, as shown
in the vulnerabilities of some models [8].

Therefore, to address the vendor lock-in and security issues, the proposal on this document is to create a generic
decentralized management system for lockers by relying on a blockchain [9] and using Smart Contracts (SC) [10].
Further, due to the decentralization and open aspect of the blockchain network, this management system could be
used by any existing or new manufacturer, reducing the investment that these companies would need to do
developing new or maintaining proprietary systems. Additionally, in the case of pay-per-use lockers, the
blockchain infrastructure could ease as well the usage of this management system internationally, as it would not
depend on a given fiat currency (e.g., Swiss Franc).
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Moreover, for the buyers of the lockers, it would be easy to mix and match lockers from different manufactures
and for third-party companies, it would enable them to develop applications that could interact with different
models. Finally, for the users of the lockers, it would introduce interesting use cases such as the exchange of
parcels without using the postal service. For example, a user could deposit an item in a locker, closing it using
his/her blockchain address and finally transferring the ‘key’ of the locker to another person’s blockchain address;
therefore, enabling that person to open the locker and collect the item.

The rest of this document is structured as follows. Section 2 details the reasons why a blockchain is required
within this locker system context. Then, Section 3 outlines the overall solution architecture, leading to a detailed
analysis of the SC in Section 4 and of the user interface in Section 5. Further, Section 6 discusses the proposed
solution and Section 7 concludes the report with an outlook to future work.

2 DO WE NEED A BLOCKCHAIN?

A blockchain is a decentralized, distributed, and, by design, public, digital ledger consisting of records (called
blocks) that are used to record transactions across a network of computers. Such blocks are linked using hash
pointers based on the information from the previous block. Hence, any block stored in the blockchain cannot be
altered retroactively, without the alteration of all subsequent blocks [9].

This type of architecture provides high availability, auditability, transparency, and neutrality, it also reduces or
eliminates censorship and reduces certain counterparty risks [11]. However, at the same time, comparing it to
centralized solution, a system built on the blockchain is more complex to build, requires more time to process
transactions, and requires more resources, such as processing, electricity, and data transfer [12]. Thus, a careful
assessment whether a blockchain is necessary for a given use case must be conducted before the investment in
such a paradigm.

Besides the increasing attention of blockchain technology in the corporate world and the personal interest of the

author of this document to increase his knowledge in the topic, is there a justifiable reason to choose blockchain
as an architecture of this particular project (i.e., a blockchain-based locker system)?

2.1 Decision Models

To help analyze whether integrating a blockchain is an appropriate technical solution, three decision models are
proposed in the literature [13]:

e IBM Model: A blockchain model that highlights how the key features of blockchain fit into business
processes and applications.
e Birch-Brown-Parulava Model: A model helping a user select between permissioned and permission-
less implementations of a distributed ledger. It was designed by developers at Consult Hyperion.
e Wiist-Gervais Model: A simplified model combining the best from both the previous models. Proposed
by two researchers from the Swiss Federal Institute of Technology (ETH) in Zurich.
These models share important design principles to consider before choosing a system architecture [13]:

e Database: Blockchains use a shared database that is visible to all the participants.

Writers: Blockchain is designed to have multiple writers; i.e., multiple entities that are generating and
verifying the transactions that are published to the ledger.

e Trust: The default setting for a blockchain is no trust between parties writing to the ledger, but some of
the blockchain constructs managing trust can be safely removed.

o Disintermediation: Blockchains remove a centralized authority from the network, and the transactions
are therefore considered decentralized. These transactions are independently verified and processed by
every node on the network.

o Transactional interdependence: A blockchain is best for handling transactions that build on each other
as they are published to the blockchain by writers and never deleted.

2.2 Wiist-Gervais System Analysis

After a research on the models described in the previous section, the Wiist-Gervais model [14] was chosen to
analyze whether it would be an advantage using a blockchain as an underlying infrastructure for the locker system.
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Hence, this report agrees with was is stated in [13], which is that this model could be seen as a simplified
combination of the other two (i.e., IBM and Birch-Brown-Parulava).

To ease the decision making process, the Wiist-Gervais model [14] provides a flow chart depicted in Figure 1
with questions that project stakeholders should answer and, depending on the answers, a different technical
architecture in terms of blockchain type is proposed.
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Thus, such questions were answered within the scope of the proposed project as follows:

Figure 1: Wiist-Gervais flow chart [14].

1. Do we need to store state?

Yes, each of the lockers in the system needs to have a state (i.e., open/closed). One possibility could be that this
state is stored in the locker itself, which could work in a simple and isolated scenario. In contrast, maintaining the
list of locker states in an independent storage, it would reduce the complexity of the locker itself, providing
flexibility to the system and allowing developers to build complex use cases (e.g., statistics, payment methods,
and transfer of ownership).

2. Are there multiple writers?
Yes, depending on how the concept of writer is described, one could consider that every single user should be seen
as a writer as he/she triggers the locker state to change. However, this is most probably not the reality because a
normal user would rather interact with a simple intermediary system that would in fact write that change on his/her
behalf. In this sense, there could be multiple intermediaries that would offer different interfaces to interact with
the locker store (e.g., locker manufacturers, sport centers or other software companies).

3. Can you use an always online Third Trusted Party (TTP)?
No, as different parties or, at least, different manufacturers would be involved, there is no good reason to believe
that all of them would agree on one of them owning all the information.

4. Are all writers known?

No, by not having a TTP in charge of the data ownership or the decision making, anyone could join the project at
any moment without needing to be admitted.

2.3 Decision Model Conclusion

The result obtained by following the flow chart it is that the project qualifies for considering a ‘ Permissionless
Blockchain’. After this analysis, other considerations should be taken before starting the development of such a
system. For instance, the literature [ 14] suggest to always take into account factors such as throughput and latency,
combining the results of flow chart with the values shown in Table 1:
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Permissionless Blockchain ~ Permissioned Blockchain Central Database
Throughput Low High Very High
Latency Slow Medium Fast
Number of readers High High High
Number of writers High Low High
Number of untrusted writers  High Low 0
Consensus mechanism Mainly PoW, some PoS BFT protocols (e.g. PBFT [5])  None
Centrally managed No Yes Yes

Table 1: Wiist-Gervais comparison table [14].

These aspects will be further addressed in Section 6, where the feasibility of the project is reviewed. However,
for the prototype, it is assumed that the throughput, latency and transactions cost are in an acceptable range to
consider the development of this project within the project timeframe.

Selecting the most suitable permissionless blockchain for a project could lead to a whole new research topic on
its own [15] and, therefore, the selection criteria was reduced to the capability of supporting complex SCs (e.g.,
Turing-complete SC).

The selected blockchain was Ethereum [16] being the most popular solution for running SCs [10] and the most
market capitalized (based on [17]). Furthermore, around Ethereum a large ecosystem of development and testing
tools is freely available due to its engaged community.

3 SYSTEM ARCHITECTURE

In a very high level view (see Figure 2), the overall blockchain-based locker system can be reduced to its two
participants (i.e., the users and the lockers) communicating with a locker manager. On the core of the Locker
Manager there is the SC, as it was decided in the previous section. The focus of this section is to understand the
components needed in between the participants and the SC to communicate.

Locker
Manager
System

Figure 2: High level view of the solution.

3.1 SC Direct Communication

One design possibility would be to choose to communicate directly with the SC. However, there are some
restrictions to consider regarding SCs:
- A SC only executes if it is called by a transaction [11].
- There is no return value in a transaction, instead, when a transaction completes (successfully or not), it
produces a transaction receipt containing logs that can be observed (i.e., events), which provide
information about the actions occurred [11].

To better understand how the direct communication with the SC occurs, Figure 3 depicts the simplified flow of
a transaction that triggers a SC execution (i.e., calls a function).
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Figure 3: User triggering a SC execution.

In this scenario, a user that would want to interact with the locker system, would need to have strong knowledge
of the blockchain, to know the interface of the locker manager SC and to run a node of the blockchain network.
On the other side, each locker would need to be able to run a node as well. Thus, it was decided that the direct
communication with the SC is not suited for this project.

3.2 User Interface

For the communication with the users, it is proposed that the interaction is handled through a Web page as
interface. A website can be integrated with a user wallet and handle transactions, hiding the details of the
interaction with the blockchain, relying on multiple available libraries (e.g., web3js [ 18]). This type of application
(i.e., user interface connected to a SC) is called a decentralized application or “DApp” [19].

connection
to user's wallet

transactlon >
B request 4—9\’9”‘
response
) Blockchain Node
Client Server
(e.g., web browser) (e.g., cloud web server)

Figure 4: DApp example architecture.

A DApp does not perfectly fit the common architecture styles found in the literature [20], however, as seen in
Figure 4, it could be considered as a distributed architecture with different layers:
- The presentation layer is the interface with the user (e.g., browser rendering a web page hosted in a server).
- The business layer is the logic of the application. In this case, the SC running in a blockchain node.
- The data layer is the blockchain.
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Between the user and the presentation layer, the communication is synchronous, following the client-server
architecture and giving the user direct feedback on actions (e.g., transaction successfully transmitted). However,
the communication with the business layer is asynchronous (e.g., a transaction is sent, but it is not certain when
or if it is going to be processed) following a prioritized pipeline architecture on one direction (i.e., the transaction
execution) and an event driven architecture on the other (i.e., triggering actions on an event emitted by an executed
transaction).

3.3 Locker Interface

The lockers on the blockchain-based system can be considered an IoT device [21] as they need to communicate
through the internet to get the changes in their state in order to open or close their locks.

The literature (e.g., [22] [23]) shows that it is a challenge to connect an [oT device directly to the blockchain due
to the constraints on storage, processing resources and power consumption that these devices present. Therefore,
the proposal is to use an intermediary blockchain node that listen for specific events and then to create and to send
instructions to the lockers, as shown in Figure 5.

8
:IY}: [% locker controller
=

intermediary ’ ’

Figure 5: Locker communication.

The lockers do not need to communicate back their state to the blockchain, avoiding the heavy computation needed
for signing of transactions and the extra resources that the IoT device in the locker would need. Thus, although
different architectures could be researched on, having different levels of complexity in the lockers, it was decided
upon the simplest locker possible to reduce the cost of the overall system. On such a system, multiple lockers
could be connected to a simple controller that would manage the locks following instructions received from a
remote device.

The locker controller could be designed as a board with a simple controller, different connectors for the lockers
and an antenna with a SIM card for the internet connectivity. An example of such a board is the prototype produced
by ESGroup [24] as seen in Figure 6.

92; I c26

ESG":: N o 6
ESGroup :‘El%'lg

(9)

Figure 6: ESGroup Cloud Lock.

For the intermediary node, a small computer such as a Raspberry Pi [25] would be enough for running an Ethereum
client [26]. From the multiple client software implementation [27] available, a light client is suggested because of
the advantages it presents regarding storage needed and power consumption.
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A light client or light node is a lightweight node that connects to full nodes to interact with the blockchain. Unlike
their full node counterparts, light nodes do not need to keep all the information of the blockchain and, therefore,
the amount of resources and storage needed is several orders of magnitude lower [28]. Thus, a small computer
such as a Raspberry Pi [25] would be enough for running the light client [26].

To communicate the light client and the locker controller, a messaging protocol such as MQTT [29] could be used
as it is becoming the de facto standard for [oT [30].

3.4 Overall Flow

The entry point to the locker system is to scan a QR code [31] that leads the user to the web interface of the locker
system DApp. Using a QR code is faster and less error prone than manually typing the needed information in a
web browser. Moreover, smartphone users are already familiar with QR codes (~ 87% already used it [32]) and
more than 60% use them on daily basis [33].

Finally, to better understand the architecture of the whole system and all its connections, Figure 7 shows the end-
to-end flow, following the “close locker” use case and, step by step, it shows the participating elements. In this
sense, it starts with a user searching for an empty locker and finishes with the user leaving, after successfully
closing his/her belongings in the locker. For this simplified example, no payment is made for renting the locker
and no cost is assumed for the blockchain transaction. However, this extra simplicity assumed does not have an
impact on the architecture of the system itself, only on the interaction with the SC, which is not the focus of this
section.
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Figure 7: Simplified example for the basic closing use case.
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4 THE SMART CONTRACT

This section describes the design and development of the SC in the center of the blockchain-based locker system.
In this sense, it shows the design of the functionality of the SC in a progressive way, starting with the core
functions and progressively adding complexity. Finally, it describes the decisions taken for the development of
the SC prototype.

4.1 Core Functionality
A system designed to manage lockers (see Figure 8) needs to offer, at least, two functions: Open and Close.

'

Figure 8: Core functionality of the locker manager system.
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To be able to process these functions (i.e., open/close) reliably, the system would need to identify the locker in a
unique way and to be aware of its current state (i.e., opened/closed). Further, in order to ensure that only the user
that closed a particular locker is able to open it again, the user must be also uniquely identifiable and be stored
together with the locker state.

In this sense, the user can be identified by his/her blockchain address, which is unique by the blockchain design
[13] (i.e., using public and private key cryptography) and is included by default in each of the blockchain
transactions. However, for the locking system, there is not such a clear identifier available. Therefore, the
Universally Unique [Dentifier (UUID [34]) was selected as the best option. A UUID can be written as a single
sequence of characters (i.e., a string) and needs to be sent explicitly on each interaction with the SC.
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Figure 9: Core Functionality SC design.

The design of the SC (see Figure 9) is based on two main principles:

e On-chain data storage: ensuring immutability and transparency. The data storage is designed as a one-
to-one map linking each lockerld with the user address that currently locks it. By storing the closed
lockers, the system improves its storage efficiency and the logic of the SC is simplified. Further, as the
map of closed lockerld-to-address is stored in the blockchain using the SC, it is ensured that only this SC
is able to update it.

e Events: to communicate with off-chain applications. Events are a useful mechanism for light clients and
DApps to “watch” for specific transaction-triggered events in the blockchain and react on it [11].
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Further, the following security checks are performed in the SC on user requests:
e A user can only request a locker to close if it is currently free.
e A closed locker can only be opened by the user address that closed it.
Thus, avoiding unwanted situations where the users’ belongings might be compromised.

4.2 Improved Core Functionality

Before adding further complexity (i.e., enabling other use cases) to the solution, changes were implemented to the
existing Core Functionality SC in order to (a) fix issues that arose during the development of the prototype and
(b) to improve its design to increase modularity (i.e., dividing functionality in modules that can be used to build
bigger pieces). In this sense, the Core Functionality SC could be deployed and used by a locker system offering
only basic functionality and, at the same time, it could be used as the foundations to build a more complex system.

As shown in Figure 10, only minimal changes were implemented in the functions exposed by the SC, where only
the lockerld type was switch to a fixed length byte representation of the UUID to solve issues encountered with
string manipulations in the blockchain.

library

Core Functionality SC

¥

o N closeLocker(bytes16 _lockerld)

#tx {from: _address} :E::>

events
openLocker(bytes16 _Iockerld)]

Y

user

store/delete (_lockerld -> _lockerState)

Figure 10: improved core functionality.

To improve modularity, the data storage design was improved to be able to store more information regarding the
locker state. Thus, instead of storing a simple link between a lockerld and the address allowed to open it, the SC
was enhanced to store a link between a lockerld an object containing its state. Further, to be able to add attributes
in the future to the lockerState object, without altering the Core Functionality SC, the object definition, together
with other reusable pieces, were extracted to a library.

Finally, the default payable function was disabled to avoid any funds to be transferred to the Core Functionality
SC. Otherwise, the funds would be stuck in the SC balance forever, as there is no withdraw function implemented.

4.3 Payable Functionality

Relying on the modularity described in the previous section, a new SC was designed, as seen in Figure 11, where
the Core Functionality SC is used as fundamentals and new features are added to it. In this sense, the withdrawal
function was designed and, to avoid misuse, only a designated user is allowed to call it. In order to achieve access
control, the ownable pattern [35] is used, where the address that deploys the SC is considered the owner and has
special privileges.

Finally, with access control in place and a withdraw implemented, the default receive function was unlocked.
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Figure 11: Ownable functionality

4.4 Opening Rights Transfer and Timeout Functionality

As the last SC functionality designed in this report, two use cases were introduced, as seen on Figure 12, built on
top of the two previously described SCs.

The first use case is specific to [oT locker systems, where the rights for opening a locker are stored digitally and
could, therefore, be transferred. In this sense, a user could transfer an item to another user by closing the item in
a locker and afterwards transferring the opening rights of that locker to the other user, without never physically
meeting each other.

The second use case, the rental of a locker, is a common use case for public lockers. In this case, a user pays for
storing his/her belongings for a given period of time. However, as described in Section 3.1, a SC only executes if
it is called by a transaction. Therefore, it would not be possible to release a locker automatically after the renting
period has finished, unless (@) when the user calls the SC to close the locker, the SC would stay running a
countdown until the remaining time is exhausted, which would be prohibitively expensive and a waste of
blockchain resources or (b) an oracle (i.e., an entity that connect blockchains to external systems and that can
trigger SC executions [36]) is used.

Although using an oracle such as the ChainLink Alarm-Clock [37] would be an accurate way to release the
lockers, integrating an oracle requires additional funding and introduces extra complexity. Thus, different
solutions that would not require automatic locker release were analyzed.

One solution could be to simply enable any user to open the locker, once the exclusive opening rights have expired.
However, in this case, the currently existing “openLocker” method form the Core Functionality SC would need
to be overridden. To avoid overriding functionality, the “transferLocker” was used instead, enabling any user to
transfer the opening rights to himself/herself, once the renting period is finished.

Regarding the closing function, changes in the SC were unavoidable and the original function of the Core
Functionality SC was overridden and disabled. Therefore, a new function “closeLockerFor” was introduced where
the desired interval for renting was added as a parameter and the payable functionality for this function was
enabled. Moreover, another function “increaseRemaining” was introduced to allow the user with the locker rights
to increase the remaining time. These functions (i.e., “closeLockerFor” and “increaseRemaining”) accept only
the exact amount, to avoid extra complexity in the SC.

10
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As using time in a SC is not a best practice [38], the amount of blocks was chosen as a measure of the rental
interval in the functions exposed by the SC. To improve usability, the time could be approximately converted to
blocks by a user interface in front of the SC (e.g., each block in Ethereum is mined after 14 seconds; hence, 256
blocks would mean approximately 1 hour).

Further, the initial price per block is set up on the constructor of the SC and can be updated at any time by the SC
owner.

Timeout SC

closeLockerFor(bytes16 _lockerld,
uint _blocksToPay)

tx {from: _address, increaseRemaining(bytes16 _lockerld,
value: _amount} uint _blocksToPay)

transferLocker(bytes16 _lockerld,
address _to)

tx {from: _address} -'

()
i Ownable/Payable SC library
| =

Core Functionality SC

tx {from: _address}
user “

closelLocker(bytes16 _lockerld)

9 >

J events

openlLocker(bytes16 _lockerld)

ithd i
withdraw() ‘ 0

b

{from: _address)fx
transfer(address _to) J
owner

changePrice(uint _newPrice)

{

<

Figure 12: Timeout functionality.

4.5 Development Decisions

The two most active and maintained languages for developing SCs in Ethereum are Solidity and Vyper [39].
Although there are no comparison figures in the literature, a quick query in Udemy [40] (a platform with online
courses) showed more learning materials available for Solidity compared to Vyper. Therefore, Solidity [41] was
chosen as the programming language for the SC and a Solidity online bootcamp course was chosen for the author
of the report.

For the local development environment, Truffle Suite [42] was chosen, because it offers a variety of mature tools
to compile and deploy SCs (i.e., Truffle) that integrate easily with a local blockchain simulator (i.e., Ganache).
Using these tools gives the opportunity to run tests on the SCs on each iteration proving its functionality. In this
sense, Figure 13 shows an example of the results obtained during a test execution of the prototype.

11
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Terminal:  Local Local (2) + v
Vv can be opened from the allowedOpener (855ms)
V2: price
v can be changed by owner (596ms)
V cannot be changed by others (427ms)

Contract: LockerManagerV2Core

V2Core: the locker is free
V can be locked (602ms)
¥ can lock multiple compartments (887ms)

V2Core: the locker is closed
Vv cannot close twice the same compartment (389ms)
Vv cannot take a compartment currently taken (426ms)
Vv cannot be opened from another account (347ms)
Vv cannot open another compartment (358ms)

V can be opened from the closing account (691ms)

Contract: LockerManagerV2Payable
payable
V can accept money (552ms)
V somebody cannot transfer (347ms)
v somebody cannot withdraw (325ms)
V owner can transfer (664ms)
V owner can withdraw (522ms)

34 passing (19s)

Figure 13: Example of test execution.

Further, the locker manager SC uses inheritance from standard SCs provided by OpenZeppelin [43], a company
that provides open-source, tested and reliable SC implementations for common use cases (e.g., an ownable SC).

The source code for the different versions of the SC is available at: https://github.com/soysus/cas-blockchain

5 USER INTERFACE

This section describes the decisions taken for the development of the prototype user interface of the blockchain-
based locker system and describes its functionality when connected to the SC as a DApp.

5.1 Web Vs. Native

In order to reach the maximum amount of users, the use of a JavaScript-based website application was chosen
instead of a native mobile app, since these (i.e., web apps) are more compatible, have a broader reach and are
simpler to maintain [44]. Furthermore, JavaScript is among the most popular languages in the Ethereum ecosystem
[45] and multiple mature libraries already exist [46]. Moreover, by using a web application, the connection to the
user’s blockchain wallet is simplified, as there are JavaScript libraries (e.g., web3js [18]) which offer connectivity
with the most common wallets (e.g., MetaMask [47]). Finally, a Web/JavaScript application provides the
possibility to be hosted in a decentralized way (e.g., using Swarm [48] and the Ethereum Naming Service [49]).

To develop the prototype web application, React [50] was chosen, because it is one of the most used and supported
JavaScript frameworks [51]. For convenience, the development was done using libraries and packages (also
known as “boxes”) from the same tool provider (i.e., Truffle Suite [42]) used for SCs development. These boxes
offer a lean integration of both SC and User Interface in the same project which helps to speed up the development.

5.2 Blockchain Connection

As mentioned previously, there are mature JavaScript libraries (e.g., web3js) that could be included in a web
application to connect with the blockchain. These libraries can connect directly to a known blockchain node or to
a hot wallet (i.e., wallet connected to internet). Although a blockchain node could be run in parallel to the
webserver, the direct connection was discarded because, in order to sign user transactions, the node would need
to hold the users’ private keys. Thus, the selected approach was to connect to the user’s hot wallet.

The leading non-custodian (i.e., the user has sole control of his/her private keys) wallet at the time of writing is
MetaMask [47] with more than 10 million active users per month [52]. This type of wallets are considered secure,
because they hold the private key of the user in the user’ device and never it leaves it [53]. In this sense, the
transactions are signed in the user’s device and they are forwarded later to a blockchain node for processing.

In the case of MetaMask, it relies by default on Infura [54] as a blockchain node (both products are developed by
ConsenSys [55]) but it could be configured to connect to any other node, including an own node or a local
development blockchain.
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For the prototype, MetaMask was used as a wallet, connected to the previously introduced Ganache’s blockchain
simulator for local development. This wallet has a browser extension enabling it to connect to whichever web
application that would require it.

To implement the connection from the React application, instead of using directly a library such as web3js, it was
decided to use another product from the already mentioned Truffle Suite, called Drizzle [56], which can be easily
integrated with React. However, although Drizzle’s core and components are used in the prototype, the extensions
to handle events were cumbersome to use and not much information was found when problems arose. Therefore,
manually created React components were used for event handling, instead of Drizzle’s components.

5.3 The Connected DApp

To better understand the blockchain connection described in the previous section, a prototype DApp was
implemented to interact with the Core Functionality SC described in Section 4.1 (i.e., only open/close functions
without payment) and deployed in the local blockchain simulator (i.e., Ganache).

In this sense, Figure 14 shows how the application is waiting until the wallet is connected before showing the SC
available functions.
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1w Locker Manager [+ Locker Manager
Connect With MetaMask
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) P Open Locker -
HHTEER Fig Close Locker >
| )
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Figure 14: Connecting to the wallet.

Further, Figure 15 shows how a test lockerld is closed and the corresponding event is shown in the interface,
while Figure 16 shows how the lockerld can be opened again.
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Figure 15: Closing locker + Closed event received.
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Figure 16: Opening locker + Opened event received.

Finally, Figure 17 shows the transactions in the local simulation of the Ethereum blockchain.

& Ganache = O X

@ TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
105 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:7545 AUTOMINING QUICKSTART

TX HASH
Oxca4e31cbcf790d8d7a118c386277892f5baf6c6cel09ef53208f660126a84895

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
@xb1C8b462AE364308e¢8B8dd5D04989c9T1B94celf 0x18f5Ad1fd2f6b1b8d74723790e72537290bEIVa6 18049 8

TX HASH
0x07ec7d956b7323198b4254dc6fd89d3644cf26658148e0e754b9cdfddb4bdcc2

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0xb1C8b462AE364308e8B8dd5D04989c9f1B%4celf 0x18f5Ad1fd2f6b1b8d74723790e72537290bEJ0ab 48030 0

Figure 17: Transactions mined in the local blockchain.

The source code for the user interface is also available at: https://github.com/soysus/cas-blockchain

6 DISCUSSION

In this section, several aspects of the system are discussed such as the decentralization aspect, the transaction cost
or other issues such as the synchronization of the locker state and the issues encountered during development.
6.1 Decentralization

The term DApp if often applied any SC with a web frontend, even if they are highly centralized [11]. Hence, one
discussion question arise: Is the Locker Manager DApp really decentralized?

Following the literature [11], to achieve a fully decentralized application all possible aspects of it should be
decentralized, including hosting the frontend and name resolution.

To achieve hosting decentralization, a solution such as Swarm [48] or IPFS (Inter-Planetary File System) [57]
should be chosen to host the frontend application. These are Peer-to-Peer (P2P) [58] networks where the contents
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are distributed among peers and can be retrieved from each node. However, these solutions bring challenges,
similar to blockchain data, when a change in the application is required [59] (e.g., to fix a bug).

The files stored in these decentralized storages (e.g., a web application) are accessible via a hash that can reach 4
kilobytes [60], which can be difficult to remember. The Ethereum Naming Service [49] proposes an easier way
to access the files by creating a link between the hash and a common Domain Name System (DNS) [61] structure
under the “.eth” domain.

Therefore, it would be possible to further decentralize the locker system by hosting its frontend in a P2P storage
and using ENS. Further analyses should be made comparing the possible advantages and disadvantages, cost and
complexity of self-hosted, cloud-hosted and P2P-hosted solutions.

6.2 Transaction Cost

Gas is Ethereum’s unit for measuring the computational and storage resources required to perform actions on the
blockchain and serves a dual role: as a buffer between the (volatile) price of Ethereum and the reward to miners
for the work they do, and as a defense against denial-of-service attacks [11].

At the time of writing, with the data available on [62], the prize of gas varies from 160 to 402 Wei. The minimum
price represents an estimated value that is large enough to be of consideration for a miner when choosing
transactions. However, the estimated waiting time using this price is approximately 30 minutes.

Following the data obtained during the DApp simulation in Section 5, the price paid on gas for closing a locker
would still be over 30 USD. Given that the close function requires 48030 gas (as seen in Figure 17), a gas price
of 160 Wei per gas (i.e., minimum gas price at the time of writing), and a Wei price of 0.0000044380700 USD.
Hence:

CloseFunctionCost = 48030 x 160 x 0.0000044380700
CloseFunctionCost = 34 USD

Although opening a locker is cheaper (i.e., 18049 gas needed, as seen in Figure 17), due to removal of state data,
it seems very difficult to find a use case where these prices would be justifiable.

In the prototype described in this report, there were some considerations regarding gas, such as the choice of
removing the opened lockers from the storage. However, further analyses should be made on how to improve the
cost. Further, research could also be made on other emerging blockchains (e.g., Polygon [63]) with large
communities, where prices are cheaper and latency smaller. Analyzing the inter-compatibility between
blockchains and the reusability of the knowledge learn in this project.

6.3 Blockchain Status vs. Physical Locker Status

With the current system design, there is the possibility of having different information in the blockchain and in
the locker itself. The locker actions are driven by events triggered on the blockchain, but there is no insurance that
this status is transmitted to the locker. For instance, during the closing of a locker, after successfully updating the
status in the blockchain, a failure in the communication with the locker might occur and this might stay open,
making the blockchain state unrealistic.

Further work should be conducted in ensuring that the blockchain state and the lock state are always in sync. For
that, mechanisms could be introduced to ask the user to confirm the status or to report an error, enabling the locker
to communicate back to the blockchain or a combination of them.

6.4 Challenges Encountered

Although the author of this report has extensive experience designing and developing IT systems, to design and
develop this prototype was a bigger challenge than expected and the scope had to be reduced. The restrictions
imposed by the blockchain technology and its programming language, the complexity of the architecture and the
considerations that must be taken, for instance, regarding gas cost, made this project very interesting but at the
same time, very demanding. Further, the use of the selected libraries and frameworks, which were meant to speed
the development were sometimes rather the opposite, when information was not widely available.
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7 CONCLUSION AND FURTHER WORK

In a growing market of IoT lockers, where manufacturers try to differentiate each other by offering proprietary
solutions, a blockchain-based and therefore decentralized standard could offer an opportunity for interoperability.
In this sense, the design of such a solution (i.e., a blockchain-based locker system) was analyzed, an architecture
was outlined and a prototype was developed. Although the architecture decision is justified and several advantages
were described (e.g., easy integration of an international payment capability), the results obtained during
simulations regarding transaction cost and latency discourage the usage of the current prototype on Ethereum.

Therefore, the next steps proposed are (a) to research different blockchains comparing transaction cost, latencies
and inter-compatibility with other blockchains; (b) to develop a prototype for the locker interface with a light
client installed on a real device (e.g., a Raspberry Pi), so that end-to-end tests could be performed using the
blockchain test networks, in order to obtain realistic measures; and (¢) further improve the SC prototype focusing
on cost control.
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